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Governance

Clinical Informatics Program
Steering Group
(CIPSQG)

——

Clinical Informatics
Program Office
(CIPO)

e

Clinical Data Integration
Working Group
(CDIWG)

Dr. PY LEUNG, Director(Q&S)
Dr. CP WONG, Chair(HKSMI)

Dr. NT CHEUNG, CMIO

Dr. WN WONG, SHI
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Membership

Business Support
Services Dept
(BSSD)

Information
Architecture

CMS/LIS/RIS
(IA)
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Electronic Patient
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Security

Enterprise Application
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(EAl)

Network

Infrastructure
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CDIWG

% Established in Oct-2007

%+ To recommend clinical and operating standard and

procedures for clinical data interfacing (CDI)
%+ To review and prioritize CDI requests

%+ To advise on CDI implementation issues

%+ To report to CIPO & CIPSG
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CDI Start-up Package
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(I) Consolidated Tender Recommendations

Generic Clauses
(1) IT security
(2) Network connectivity
(3) Data security
(4) Application security
(5) Equipment maintenance
(6) Clinical data exchange
(7) Technological advancement

Specialty Requirements
(a) Anaesthesia (e.g. Pre-, Intra- & Post-op, SSI)
(b) ICU (e.g. APACHE)
(c) Cardiology (e.g. PCI audit)
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Project Prioritization

Principle Score
|. Benefits Low | ~ 3 High
2. Technical Readiness Low | ~ 3 High
3. User Readiness Low | ~ 3 High
4. Data Readiness Low | ~ 3 High
5. Risk High -3 ~ -1 Low
6. Alignment Low | ~ 3 High
/. Cost Low | ~ 3 High

8. Innovation

Low | ~ 3 High
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—— Healthiness

Checklist
A

N
.
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nao

Confidential data downloaded from the medical system to end-
user devices should be encrypted

Confidential data transferring between the medical systems and
other HA IT systems should "preferrably” be encrypted

Confidential data must not be exported for any usage other than
clinical care in HA

HAHO EAI draeger, ge, philips, siemens, agfa (eoi on their
capability)

[ ClusterIT e

- The aohcatlon shoulc support role-based access control | lCusterIT I

| 3 | The application shoulc‘ a:;l '\etwork level encryption
| 4 |The application should provide health-checking information

I o N

I (ot e
| |ClusterTT e

|5 |The application should keep audit logs N (oIt N I
|6 |Conformance to HA's SDLC Application Security Guidelines N (ot I

e Data security

e Application security
* Network security

e Server security

Thursday, 30 April 2009

2] [ClusterTT e

I S I
I G
| N G N
I N

* Client / Desktop security
* |ncident reporting
* Vendor maintenance
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Noncompliance form

Hospital Authority
Noncompliance Form For Clinical Data Integration

Section I: Service Requirement (To Be Completed By Requester)
Servica Dascription
ospital DeptSpecialty Location
xt. System Provider ApplicationName
rojectKick-off Date

A Systems Involved

Noncomphlance descriptionand reason

Acknowledge By
(Cliecal User)

Date

Section II: Official Use Only (To Be Completed By Secretary of CIWG)

Ref. Num

Reason

signature

Name

Date
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“+ Connected to all HA systems
%+ Corporate-Wide standardized data definition

<+ Robust with high capacity
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HL7 Data Exchange
via

Enterprise Application Integration (EAI)
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How does HL7 look like!?

MSH|A~A&EDT [CMC | PMS | CMC | 26676962606627 | | ADTAABS | 20870902000023[D[2.3.1 ASCIT]ENG

EYN| | 20070525000024 .853 | 20070525000024

PID|1] |HKID:A1234560~PKey 111223334 | |CHANATAT MANAAAAAT :11111:22222:33333| 119170101 |M| [CH|1,2,33 TAI NAM STASSP| | Assaanrg1224422| [ (M) [LITIIIEITTTIN
NK1|1|LAM, HO HO [DA| A [AAAAAAQTITOTTT

PydlalriccuaccuAast il LT Hyezaaaaaas| | EEEEEEEEEEEEEEEnn I zea7es1oaas590e

MSH | A~\&|EDI |CMC | PMS | CMC | 20070902000025 | | ADTAABS | 20070902000024 |D|2.3.1| | |[ER|ER|HKG|ASCII |ENG

EYN| | 268785826120012 .833 | 20070526120012

PID|1| [HKID:UCBAA1122~PKey :66655544 | | CHEUNGATAI MING| 19788161 M| |CH| ,M,111 CASTLE PEAK ROASSPILLLIMI TILLEEEIITTTIN
NK1|1|CHAN, MING HO [DA|A | ArrAAAGI616161

Pl TISURATCUAGS LT LILEEIIIEEED HNazaeasssel LTI EEET LT ] | 2ea7as21642266
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Major Download Channels

. Downloading of patient demography / ADT

4 Patient particulars
4+ Capturing events like:
» Patient registration
» Add / Update patient information
» Merge patient
» Discharge patient

Downloading of Allergy
Downloading Out-Patient Medication

Downloading of standardized lab result
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Major Upload Channels

5. Uploading of APACHE data

6. Uploading of reports in PDF format

/. Uploading of ICU transfer summary data (to CMS)
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IT Security Mix
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Server Security

Firewall

Anti-Virus
Software updates

Controlled data transmission
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Coverage of Clinical Data Integration

Medical
network
firewall

Somers g N poccssscs HA Corp |

| network

|nterne& ——————————
Firewall

Clusters / Hospitals
Intebhét — — — — — — — — — =

Firewall

Internet
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Remote Access
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Challenges
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Quality Assurance
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* Data validation

* Workflow validation
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Different phases

1.Planning
2.Design
3.Implementation

Different roles

1.Clinical users / Budget holders
2 .Administrators

3.Data sources

4.1TD integration / project teams
5.External vendors
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<< Planning Phase >>

1.1. Requirement definition / project scoping

1.2. RFI/ RFP

1.3. Budget planning

1.4. Budget finalization

1.5. Annual-Plan Target submission

1.6. Construct requirement spec

1.7. Sign-off requirement spec @
=

1.8. RFQ / Tendering

1.9. Project management

1.10. Change management

<< Design Stage >>

2.1. System design

2.4. Technical review

2.5. Project planning review

S
2.6. Sign-off functional / system spec &7

<< Implementation Stage >>

3.1. Application development

3.2. Unit testing )»é%
\

3.3. Other testing %\

(Integration test, load test, UAT) \J
e

3.4. System acceptance & sign-off %

3.5. Production planning

3.6. Post implementation review
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Vendor Management
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* Project scheduling

“* Change request management

* Documentation, Training & Support

“* Upgrade & Migration
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Get a good driver
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\‘E ¥ | Your CIS Administrator
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Contingency Arrangement
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James TAN
2300-7322

jamestan(@ha.org.hk
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